


DATA PROCESSING AGREEMENT

This Data Processing Agreement ("Agreement") is made on [xxx] ("Effective Date").

BETWEEN

Maas International B.V., duly incorporated and existing under the laws of the Netherlands, having its corporate seat (statutaire zetel) in Veldhoven, the Netherlands and having its principal place of business at Science Park Eindhoven 5051, 5692 EB Son en Breugel, the Netherlands, registered at the trade register of the Chamber of Commerce under number 17038548 (‘Controller’);

and 

[Volledige statutaire naam vennootschap], duly incorporated and existing under the laws of the Netherlands, having its corporate seat (statutaire zetel) in [statutaire zetel], the Netherlands and having its principal place of business at [addres], registered at the trade register of the Chamber of Commerce under number [KvK-nummer] (‘Processor’);

WHEREAS:

(A) On [xxx] Controller and Processor have entered into a service agreement (‘Service Agreement’) pursuant to which Processor will provide certain Services to Controller.

(B) To the extent that the provision of such Services involves the processing of personal data, the parties have agreed to enter into this Agreement for the purposes of ensuring compliance with the applicable Data Protection Laws, as defined below.

THEREFORE, parties have agreed as follows:

DEFINITIONS
Terms such as ‘process/processing’, ‘data subject’, ‘data processor’, ‘data controller’, ‘personal data’, ‘data breach’, ‘data protection impact assessment’, etc., shall have the same meaning ascribed to them in the Data Protection Laws;
‘Authorized Subprocessors’ means (a) those Subprocessors set out in Annex 3 (Authorised Subprocessors); and (b) any additional Subprocessors consented to in writing by the Controller in accordance with section 5.1;
‘Data Protection Laws’ means in relation to any Personal Data which is Processed in the performance of the Service Agreement, the General Data Protection Regulation (EU) 2016/679 (‘GDPR’), in each case together with all laws implementing or supplementing the same and any other applicable data protection or privacy laws;
‘EEA’ means the European Economic Area;
‘Personal Data’ means the data described in Annex 1 (Details of Processing of Personal Data) and any other personal data processed by Processor or any Subprocessor on behalf of the Controller pursuant to or in connection with the Service Agreement;
‘Services’ means the services described in the Service Agreement;
‘Standard Contractual Clauses’ means the standard contractual clauses for the transfer of personal data to processors established in third countries, as approved by the European Commission in Decision 2010/87/EU, or any set of clauses approved by the European Commission which amends, replaces or supersedes these;
‘Subprocessor’ means any data processor (including any third party and any affiliated company) appointed by Processor to process personal data on behalf of the Controller;
‘Supervisory Authority’ means (a) an independent public authority which is established by a Member State pursuant to Article 51 GDPR; and (b) any similar regulatory authority responsible for the enforcement of Data Protection Laws;
[bookmark: _Ref471499735]PROCESSING OF THE PERSONAL DATA
[bookmark: _Ref471379220][bookmark: _Ref472928106]Processor shall only process the types of Personal Data relating to the categories of data subjects for the purposes of the Service Agreement and for the specific purposes in each case as set out in Annex 1 (Details of Processing of Personal Data) to this Agreement and shall not process, transfer, modify, amend or alter the Personal Data or disclose or permit the disclosure of the Personal Data to any third party other than in accordance with the Controller's documented instructions (whether in the Service Agreement or otherwise) unless processing is required by EU or Member State law to which Processor is subject, in which case Processor shall to the extent permitted by such law inform the Controller of that legal requirement before processing that Personal Data. 
For the purposes set out in section 2.1. above, the Controller hereby instructs Processor to transfer Personal Data to the recipients in the countries listed in Annex 4 (Authorised Transfers of Personal Data) always provided that Processor shall comply with section 5 (Subprocessing) and 11 (International Transfers of Personal Data).
PROCESSOR PERSONNEL
Without prejudice to any existing contractual arrangements between the parties, Processor guarantees that it shall treat all Personal Data as strictly confidential and that it shall inform all its employees, agents, contractors and/or Authorized Subprocessors engaged in processing the Personal Data of the confidential nature of such Personal Data. Processor shall take reasonable steps to ensure the reliability of any employee, agent, contractor and/or Authorized Subprocessor who may have access to the Personal Data, ensuring in each case that access is strictly limited to those persons or parties who need to access the relevant Personal Data, as strictly necessary for the purposes set out in section 2.1 above in the context of that person's or party's duties to Processor.
Processor shall ensure that all such persons or parties involved in the processing of Personal Data have committed themselves to confidentiality (of which a copy shall be provided upon Controller's request) or are under an appropriate statutory obligation of confidentiality.
[bookmark: _Ref464581166][bookmark: _Ref472954229][bookmark: _Ref464574438]SECURITY
[bookmark: _Ref472929157]Without prejudice to any other security standards agreed upon by the parties, Processor shall implement appropriate technical and organisational measures to ensure a level of security of the Personal Data appropriate to the risk and shall take all measures required pursuant to article 32 GDPR. In assessing the appropriate level of security, Processor shall take account in particular of the risks that are presented by processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to Personal Data transmitted, stored or otherwise processed. The technical and organisational measures shall include in any case reasonable measures:
to ensure that the Personal Data can be accessed only by authorized parties for the purposes set forth in Annex 1 (Details of Processing of Personal Data) to this Agreement;
to protect the Personal Data against accidental or unlawful destruction, accidental loss or alteration, unauthorized or unlawful storage, processing, access or disclosure;
to identify vulnerabilities with regard to the processing of Personal Data in systems used to provide Services to the Controller;
agreed upon by the Parties in Annex 2 (Technical and Organizational Measures) to this Agreement.
[bookmark: _Ref471505376]The parties acknowledge that security requirements are constantly changing and that effective security requires frequent evaluation and regular improvements of outdated security measures. Processor will therefore evaluate the technical and organisational measures as implemented in accordance with this section and Annex 2 (Technical and Organizational Measures) on an on-going basis and will tighten, supplement and improve these measures in order to maintain compliance with Data Protection Laws.
Controller may provide written notice to Processor if in the reasonable opinion of Controller the technical and organisational measures set out in this section and Annex 2 (Technical and Organizational Measures) need to be changed to take account of a change of Data Protection Laws and Processor shall implement such changes at no additional cost to Controller. 
[bookmark: _Ref472956474]SUBPROCESSING
[bookmark: _Ref472933015]Subject to section 5.3, Processor shall not engage any data processors to process Personal Data other than with the prior written consent of the Controller, which the Controller may refuse in its absolute discretion. 
With respect to each Subprocessor, Processor shall:
provide the Controller with full details of the processing to be undertaken by the each Subprocessor; 
carry out adequate due diligence on each Subprocessor to ensure that it is capable of providing the level of protection for the Personal Data as is required by this Agreement including without limitation sufficient guarantees to implement appropriate technical and organisational measures in such a manner that Processing will meet the requirements of Data Protection Laws and this Agreement;
[bookmark: _DV_C449]include terms in the contract between Processor and each Subprocessor which are  the same as those set out in this Agreement, and shall supervise compliance thereof. Upon request, Processor shall provide a copy of its agreements with Subprocessors to the Controller for its review;
[bookmark: _DV_C450]insofar as that contract involves the transfer of Personal Data outside of the EEA, incorporate the Standard Contractual Clauses or such other mechanism as directed by the Controller into the contract between Processor and each Subprocessor to ensure the adequate protection of the transferred Personal Data, or such other arrangement as the Controller may approve as providing an adequate protection in respect of the processing of Personal Data in such third country(ies); and
[bookmark: _Ref472932346]remain fully liable to the Controller for any failure by each Subprocessor to fulfil its obligations in relation  to the Processing of any Personal Data.
[bookmark: _Ref472933585]As at the Effective Date, the Controller hereby authorises Processor to engage those Subprocessors set out in Annex 3 (Authorised Subprocessors).   
[bookmark: _Ref472935177]DATA SUBJECT RIGHTS
Processor shall promptly, and in any case within five (5) working days, notify the Controller if it receives a request from a data subject under any Data Protection Laws in respect of Personal Data, including requests by a data subject to exercise rights in chapter III of GDPR, and shall provide full details of that request.
Processor shall co‑operate as requested by the Controller to enable the Controller to comply with any exercise of rights by a data subject under any Data Protection Laws in respect of Personal Data and comply with any assessment, enquiry, notice or investigation under any Data Protection Laws in respect of Personal Data or this Agreement, which shall include:
the provision of all information requested by the Controller within any reasonable timescale specified by the Controller in each case, including full details and copies of the complaint, communication or request and any Personal Data it holds in relation to a data subject; 
[bookmark: _DV_M576][bookmark: _DV_C431][bookmark: _DV_C432][bookmark: _DV_M577][bookmark: _DV_C433][bookmark: _DV_C435][bookmark: _DV_C437]where applicable, providing such assistance as is reasonably requested by the Controller to enable the Controller to comply with the relevant request within the timescales prescribed by the Data Protection Laws; and
[bookmark: _DV_C438]implementing any additional technical and organisational measures as may be reasonably required by the Controller to allow the Controller to respond effectively to relevant complaints, communications or requests.
INCIDENT MANAGEMENT
[bookmark: _DV_C396][bookmark: _DV_C397]Processor shall notify the Controller immediately, and in any case within forty-eight (48) hours upon becoming aware of or reasonably suspecting a data breach, providing the Controller with sufficient information which allows the Controller to meet any obligations to report a data breach under the Data Protection Laws. Such notification shall as a minimum:  
[bookmark: _DV_C398]describe the nature of the data breach, the categories and numbers of data subjects concerned, and the categories and numbers of Personal Data records concerned;
communicate the name and contact details of Processor's data protection officer or other relevant contact from whom more information may be obtained;
describe the likely consequences of the data breach; and
describe the measures taken or proposed to be taken to address the data breach.
Processor shall fully co-operate with the Controller and take such reasonable steps as are directed by the Controller to assist in the investigation, mitigation and remediation of each data breach, in order to enable the Controller to (i) perform a thorough investigation into the data breach, (ii) formulate a correct response and to take suitable further steps in respect of the data breach in order to meet any requirement under the Data Protection Laws. 
The parties agree to coordinate and cooperate in good faith on developing the content of any related public statements or any required notices for the affected persons. Processor shall not inform any third party without first obtaining the Controller’s prior written consent, unless notification is required by EU or Member State law to which Processor is subject, in which case Processor shall to the extent permitted by such law inform the Controller of that legal requirement, provide a copy of the proposed notification and consider any comments made by the Controller before notifying the data breach.
[bookmark: _Ref464575757]DATA PROTECTION IMPACT ASSESSMENT AND PRIOR CONSULTATION
Processor shall provide reasonable assistance to the Controller with any data protection impact assessments which are required under Article 35 GDPR and with any prior consultations to any Supervisory Authority of the Controller or any of its affiliates which are required under Article 36 GDPR, in each case in relation to processing of Personal Data by Processor on behalf of the Controller and taking into account the nature of the processing and information available to Processor.
[bookmark: _Ref472960661][bookmark: _Ref464578312]DELETION OR RETURN OF CONTROLLER PERSONAL DATA
Processor shall promptly, and in any event within 20 (twenty) days of the earlier of: (i) cessation of processing of Personal Data by Processor; or (ii) termination of the Service Agreement, at the choice of the Controller either: 
return a complete copy of all Personal Data to the Controller by secure file transfer in such format as notified by the Controller to the Processor and securely wipe all other copies of Personal Data processed by Processor or any Authorised Subprocessor; or 
securely wipe all copies of Personal Data processed by Processor or any Authorised Subprocessor.
Processor shall provide in each case written certification to the Controller that it has complied fully with this section 9.

[bookmark: _Ref471378903][bookmark: _Ref472950243]AUDIT RIGHTS
Processor shall make available to the Controller on request all information necessary to demonstrate compliance with this Agreement and allow for and contribute to audits, including inspections by the Controller or another auditor mandated by the Controller of any premises where the processing of Personal Data takes place. Processor shall permit the Controller or another auditor mandated by the Controller to inspect, audit and copy any relevant records, processes and systems in order that the Controller may satisfy itself that the provisions of Data Protection Laws and this Agreement are being complied with. Processor shall provide full co‑operation to the Controller in respect of any such audit and shall at the request of the Controller, provide the Controller with evidence of compliance with its obligations under this Agreement. Processor shall immediately inform the Controller if, in its opinion, an instruction pursuant to this section infringes the GDPR or other EU or Member State data protection provisions.
[bookmark: _Ref472951561]INTERNATIONAL TRANSFERS OF CONTROLLER PERSONAL DATA
Processor shall not (permanently or temporarily) process the Personal Data nor permit any Authorised Subprocessor to (permanently or temporarily) process the Personal Data in a country outside of the European Economic Area without an adequate level of protection, other than in respect of those recipients in such countries listed in Annex 4 (Authorised Transfers of Personal Data), unless authorised in writing by the Controller in advance.
INDEMNITY
Notwithstanding any contrary provisions in the Service Agreement, Processor indemnifies the Controller and holds the Controller harmless against all claims, actions, third party or Supervisory Authority claims, losses, damages and expenses incurred by the Controller and arising directly or indirectly out of or in connection with a breach of this Agreement by the Processor.
Controller is not liable for any damage or cost, either by contract or tort, towards the Processor or any of its Authorized Subprocessors under this Agreement, except in case of gross negligence or wilful misconduct. 
INTELLECTUAL PROPERTY
The provision of Personal Data and/or any other data by the Controller to the Processor shall not constitute a grant of license or a transfer of rights further than has been explicitly granted in writing by the Controller to the Processor.
MISCELLANEOUS
Subject to section 14.2, the parties agree that this Agreement and the Standard Contractual Clauses shall terminate automatically upon termination of the Service Agreement or expiry or termination of all service contracts entered into by Processor with the Controller pursuant to the Service Agreement, whichever is later.
[bookmark: _Ref472954938]Any obligation imposed on Processor under this Agreement in relation to the processing of Personal Data shall survive any termination or expiration of this Agreement.
With regard to the subject matter of this Agreement, in the event of inconsistencies between the provisions of this Agreement and any other agreements between the parties, including but not limited to the Service Agreement, the provisions of this Agreement shall prevail with regard to the parties' data protection obligations for Personal Data. In the event of any conflict or inconsistency between this Agreement and the Standard Contractual Clauses, the Standard Contractual Clauses shall prevail.
Compliance by Processor with the provisions of this Agreement will be at no additional cost to the Controller.
Should any provision of this Agreement be invalid or unenforceable, then the remainder of this Agreement shall remain valid and in force. The invalid or unenforceable provision shall be either (i) amended as necessary to ensure its validity and enforceability, while preserving the parties' intentions as closely as possible or, if this is not possible, (ii) construed in a manner as if the invalid or unenforceable part had never been contained therein.
This Agreement is governed by the laws of the Netherlands. Any disputes arising out or in connection with this Agreement shall be brought exclusively before the competent court of Amsterdam, the Netherlands.
IN WITNESS WHEREOF, this Agreement is entered into and becomes a binding part of the Service Agreement with effect from the Effective Date first set out above.

Maas International B.V. (Controller)


____________________			_______________________
By: 	Maas International Holding B.V.	By: 	Maas International Holding B.V.
Title:	Director				Title: 	Director	
By:	XXX					By:	XXX	
Title:	XXX					Title: 	XXX
Place:	XXX					Place:	XXX	
Date:	XXX					Date:	XXX	

XXX (Processor)


_______________________			_______________________	
By:	XXX					By:	XXX	
Title:	XXX					Title: 	XXX
Place:	XXX					Place:	XXX	
Date:	XXX					Date:	XXX	
[bookmark: _GoBack]

ANNEX 1: DETAILS OF PROCESSING OF PERSONAL DATA
This Annex 1 includes certain details of the processing of Personal Data as required by Article 28(3) GDPR.
Subject matter and duration of the processing of Personal Data
[Include description here]
The nature and purpose of the processing of Personal Data
[Include description here]
The types of Personal Data to be processed
[Include description here]
The categories of data subject to whom the Personal Data relates
[Include description here]
The obligations and rights of Controller additional to the obligations and rights set out in the Agreement
[Include description here]

ANNEX 2: TECHNICAL AND ORGANISATIONAL MEASURES
[Include description here]








































ANNEX 3: AUTHORISED SUBPROCESSORS
[List of Approved Subprocessors as at the Effective Date to be included here.  Please include (i) full legal name; (ii) location of service centre(s).]

ANNEX 4: AUTHORISED TRANSFERS OF CONTROLLER PERSONAL DATA

[Include details of (i) all service locations of the Processor and each Subprocessor, including those within the EEA and outside of the EEA; (ii) full legal name of each recipient entity to whom data will be transferred; (iii) details of the processing to be undertaken by each entity.]
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